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1. Overview
The Primary Care Practice Management Systems (PMS) Requirements Project was commissioned in 2010 by the National Health IT Board to define and prioritise the desired functional and non-functional requirements from a PMS, together with maps of the required information sharing / interoperability needs of a PMS within the broader eco-system (beyond the traditional walls of the practice).  It outlined an evaluation framework to enable an objective assessment of progress by vendors towards systems that can support delivery of quality care both today and in the future.

Following review and consultation, an initial set of requirements and proposed process for review of PMS vendor products against this list (and a process for evolution of the requirements over time) was published in October 2010
.
The validation process is designed to be an independent review by a multi-disciplinary team of primary healthcare professionals to evaluate the four PMS products (Houston, MedTech, MyPractice and Profile), initially against the top criteria outlined in the PMS requirements report, then to act as an ongoing advisory and review board for future focus areas for PMS.  

The objective is to publish, in a public forum, an evaluation that has been derived through:

· Vendor self-assessment of their respective PMS product(s) against the criteria and;
· An independent and facilitated process of evaluation by the Reference Panel (Panel) against the criteria.

The objectives are that:

· For the sector this will provide a credible, independent and accurate appraisal of PMS systems to help inform purchasing decisions and; 

· For vendors, the process will enable them to have a clearer understanding as to the requirements and priorities of the market.

Certification / Validation process

A fully robust certification regime is likely to be a substantial investment, and take time to put in place. 

Given the detailed PMS requirements are still evolutionary the goal will be to identify subsets of requirements (such as the “high five” e.g. privacy, security and information sharing first) to provide a way of easing into the process, but with a goal of expanding that as requirements are agreed.

The interim process involves vendor self-assessment (by way of completing this RFI) with a subsequent review by an independent Panel.

Vendor self-assessment includes publication in a central (moderated) repository available to the market for information.  The repository will be kept up-to-date providing vendors with a definitive and up-to-date list of “certification” and compliance requirements and the market with evaluation of the vendors against these requirements.

With their role in supporting several recent national systems evaluations, the National Institute for Health Innovation (NIHI) has been selected to be the current moderator of the process and repository, under contract to the supplier of the requirements, the Patients First Programme. 

Additional PMS functionality focus areas and detailed PMS requirements will be added over time by the Programme.  A list of five areas has been identified as the first focus; the next tranche will be identified and underway within 3-6 months (i.e. rolling 6 month radar).

The purpose of issuing this RFI is to:

· Raise the quality of NZ available PMSs
· To gain a collective (and clinically / practice driven) view of what the desired quality looks like

· Facilitate vendor self-assessment with clinical review around the High Five items

Initial (high five) set of requirements 

The initial areas of focus for evaluation (referred to as the “High Five”) are: 

	Area
	Brief description

	Structured data within the PMS, moving towards semantic interoperability (LOINC etc.)
	use of defined code-sets that are common across the sector (e.g. LOINC for Lab coding) 

	Published (standards based) APIs (application programming interface)
	The ability to share structured information across different systems 

	Support for interoperability standards, with e-Discharge, e-Referral e-Community Prescribing as the priorities
	Supporting the structured flow of information between secondary and primary care

	Information security, access and privacy
	How information is protected and access to and updates of information are controlled and recorded

	Usability – with an initial focus on “alert fatigue”
	How alerts are presented to PMS users based on their role and the ability for the user to easily differentiate between high priority clinical alerts and lower priority and non-clinical alerts


2. Conditions for responding to this Request for Information
2.1 RFI not a tender document

This RFI is not a tender document and will not form part of any subsequent tender.  It cannot impose on NIHI or Patients First Programme any contractual obligations.

2.2 Evaluating RFI responses
RFI responses will be distributed to the Panel.  The Panel is an advisory and working group made up of representatives from the New Zealand General Practice sector.  The Panel will act as an independent review body for reviewing vendor’s self-assessment of their respective product(s) against the agreed criteria.  The Panel will provide feedback and commentary (that will be published) regarding assessment / validation of the PMS products against the criteria.

The resources and stakeholders for the project are illustrated in the following diagram:
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2.3 Request for Information process 

The anticipated timetable for this RFI is:

	Date
	Activity

	9 June 2011
	Issue of RFI

	17June 2011
	Vendors are request to acknowledge receipt of this RFI document and that they will be able to complete their responses by 17th July.  If you have any concerns about meeting these timeframes, please contact Malcolm Pollock via email to M.pollock@auckland.ac.nz before 5pm on 17th June 2011.

	17 July 2011
	RFI submissions due

	Week beginning 25 July 2011
	Panel convened to discuss their feedback on RFI responses

(optional step – depending on level of responses from initial self-assessment- Vendors demonstrate systems and present them for technical evaluation)

	August 2011
	Evaluation Report issued


NB:
This timetable is indicative only and may be subject to change at the sole discretion of NIHI and Patients First Programme.
2.4 Submission of RFIs

RFIs to be emailed as a Microsoft Word version 2007 file to Malcolm Pollock at NIHI:

m.pollock@auckland.ac.nz
Please ensure that your RFI is delivered before the closing date and time.  NIHI and Patients First Programme retain the right to consider late RFIs.  In the absence of receipt of an RFI response, NIHI and the Panel will note that no response has been received and provide a best-efforts narrative based on their knowledge of the relevant products. 
2.5 Communication between National Institute for Health Innovation and participants

All communications with NIHI concerning this RFI or requests for clarification or further information must be directed by email to Terri Hawke at NIHI:

t.hawke@auckland.ac.nz
Any requests for clarification or further information will be responded to directly.  If the information is considered to be relevant to all responding parties, these questions and answers will be emailed to the PMS vendors and updated on the Patients First website.  The organisation who submitted the question will remain anonymous.

NIHI may issue any clarification and / or change to this RFI by way of written notice.  A copy of each notice will be emailed to each party and updated on the Patients First website.  All such notices will become part of this RFI. 

NIHI and Patients First will not be bound by any statement, written or verbal, made by any person other than the authorised representative.  Malcolm Pollock is authorised to represent NIHI in all matters regarding this RFI and he (or any other person specifically authorised by him) are the only persons authorised to make representations or explanations as to this RFI.

2.6 Information required in RFI
Section 2 of this document sets out a general description of the requirements of the system.  Respondents are asked to provide information about their systems related to these requirements and to address the specific characteristics listed in Section 3, using the tables provided.

Section 2.10 also contains the RFI form that must be completed, signed and returned along with the RFI response that is submitted.

2.7 General conditions

2.7.1 Rights reserved by NIHI
In participating in this process, each participant acknowledges and accepts that NIHI reserves the right to:

· Vary this request for RFI.  Any such variation once notified by way of written amendment notice, will become part of this request for RFI.
· Seek clarification of any aspect of information provided in an RFI and to seek further information from any party

2.7.2 No warranties or representations regarding information provided by NIHI or Patients First.

NIHI and Patients First make no representations and give no warranties other than as set out in this document.
2.7.3 Information complete and accurate
All information provided by a participant in its RFI is warranted by the participant to NIHI that the provision of information to NIHI, and the use of it by NIHI for the evaluation of RFIs, will not breach any third party intellectual property rights.
2.7.4 Confidentiality
The information provided in response to this RFI will be the subject of a published report.

The intent of the RFI is to publish the vendor responses together with narrative from the Advisory Panel.  The results of this exercise will be in the public domain.

By responding to this RFI, you warrant to NIHI that information is provided without breaching third party intellectual property rights and grant NIHI the right to use that information as contemplated in this RFI. 
All RFIs provided will be retained by NIHI.  As NIHI is subject to the Official Information Act 1982, information provided by respondents may be required to be disclosed to third parties. 

2.7.5 RFI costs
All costs incurred by the participant in connection with its RFI including any costs relating to:

· preparation of the RFI
· any communication or negotiation with NIHI 

· any presentations to NIHI or meetings, interviews or technological demonstrations with NIHI
are the sole responsibility of the participant.

2.7.6 Governing law
This RFI is governed by New Zealand law.  The New Zealand courts have non-exclusive jurisdiction as to all matters relating to this RFI.

2.7.7 Liability limitation
NIHI and its agents or advisors will not be liable in contract or tort or in any other way for any direct or indirect damage, loss or cost incurred by any participant or other person in respect of this RFI process.

2.8 Evaluation of RFIs
2.8.1 Evaluation criteria and process
RFIs will be evaluated against a set of criteria.  The criteria will be focused on the requirements outlined in Section 3.

2.8.2 Clarification
During RFI evaluation, you may be contacted by the authorised representative in order to clarify any aspect of your RFI.

2.9 Communication of results
2.9.1 Communication of results concerning this RFI

Participants will be notified in writing of the results from this RFI.
The resulting report will be published on the Patients First website and other forums.

2.10 RFI response form

Provider details

	Name of organisation
	

	Name of contact person
	

	Position of contact person
	

	Postal address
	

	Mobile number
	

	Facsimile number
	

	Email address
	


We have examined the request for information documents (RFI) for the evaluation of our Practice Management System.
We have read and understood the terms and conditions set out in Section 2 of this document.

We attach our RFI response in accordance with your request for RFI.
We attach all information required by the RFI.

Signed by:…………………………………………………………  Dated:………………….………….....

On behalf of:…………………………………………………………
(the submitting organisation)

3. Self-assessment and requirements

3.1 Introduction

The validation process is aimed at identifying whether required functionality exists and commenting on the adequacy of that functionality and the usability of the system against the criteria and requirements set forth in this section.  An independent multi-disciplinary team of primary healthcare professionals will review the four prominent PMS products (Houston, MedTech, MyPractice and Profile), and then act as an ongoing advisory and review board for future focus areas for PMS Requirements Project.  In parallel, architectural and technical features such as security, integration strategy and use of standards will also be reviewed.  The objective is to publish, in a public forum, an evaluation that has been derived through:

· vendor self-assessment of their respective PMS product(s) against the criteria
· an independent and facilitated process of evaluation by the Panel against the criteria.

The objective for the sector is to provide a credible, independent and accurate appraisal of PMS systems to help inform purchasing decisions.  For vendors, the process will enable them to have a clearer understanding as to the requirements and priorities of the market.

3.2 Requirements for self assessment

The following section is organised as follows:
· Context and future vision:
Each of the High Five requirements is preceded by a description of vision and long term goals of what would be expected from PMS.  The aim is to set the 3-5 year direction of travel as context for the definition of the more immediate requirements.  
· Questions
Individual requirements, at a high level, and mostly in the form of open ended questions, are given under the High Five topic headings.  This is a step on the road to the long term objectives, but recognises that the immediate requirement is to improve the quality of the current group of PMSs and this will be best achieved by focusing on practical improvements that could be delivered in a 1-2 year time frame.

We expect your responses to be evidenced by a series of statements that support the specific requirements.  The questions are designed to elicit descriptive rather than binary (yes / no) responses.  Your response statements will be reviewed and validated by the Panel reviewing the PMS applications.

You should respond for each PMS product you currently sell to the New Zealand market.

Where you have multiple PMS related products, the answers should be provided that highlight any differences in the answers to (a) core PMS and (b) any other interface offerings (e.g. a portal or PHR).
· Supporting documentation
We require the following documentation to be sent along with your response:
-  
All specifications, administration and user manuals (electronic copies or links)
- 
Architectural overview and description of modules / sub-systems, including

interface descriptions.

· Appendix A
A non-exhaustive list of evaluation criteria is presented in Appendix A which is provided to assist the Panel in their evaluation.  It is provided in this document for transparency and to provide some additional context to the vendors responding to the RFI.
3.2.1 Structured data
Context and future direction

PMS are required to support structured data for medication lists, problems, allergies, etc. To better support information sharing / interoperability there is a need for use of common terminology (where there are standards that state this). As such, use of NPOCS codes (NZ adaptation of LOINC) for lab orders and results and New Zealand Medicines Terminology (NZMT) through New Zealand Universal List of Medicines (NZULM) service and in near future consequent New Zealand Medicines Formulary are proposed to be included as PMS requirements.  In general, the expectation is that where a messaging standard mandates use of a particular coding system the PMS will need to support it (e.g. LOINC).  Where no code system is mandated (such as is currently the case with diagnosis codes) use of such coding systems in the PMS is proposed to not require semantic equivalence or interoperability, but rather that the code, the coding system and meaning of the code be available, consistent with but not limited to the approach being taken for GP2GP.  Vendors are expected to engage with the Health IT Cluster and the Sector Architects Group and align with the more recent works in the sector (such as the new Health Identity Project and the draft interoperability reference architecture).
Interoperability should be at a structured data item level, rather than at a text block level (even though text may explain the data or coding).  As standards are agreed these need to be adopted or adapted.  Vendors are encouraged to outline how their system is architected to support the adoption of such future requirements.
Questions
	SD1
	Non-clinical (demographic and administrative / financial information)

	SD1a
	Describe the level of structuring of data in your PMS for patient demographics, administration and financial information.

	Response
	

	SD2
	Clinical (core clinical dataset)

	SD2a
	Describe how your PMS represents and stores a core set of patient-centric clinical data with a structure and minimum level of detail required for information exchange, e.g. at a minimum that supports a level of detail that can produce the GP2GP data set.

	Response
	

	SD2b
	Describe how this core set can be extended when additions or modifications are needed; particularly:

· The ease with which these changes could be applied

· How to ensure backward data compatibility and preservation of semantics
· How related parts of PMS, especially APIs and reporting components will be affected.

	Response
	

	SD2c
	Explain how data elements and data set definitions are defined (e.g. ISO 11179).

	Response
	

	SD2d
	Describe the use of New Zealand Pathology Observation Code Sets (NZPOCS) standard by your PMS during ordering and reporting of laboratory tests.

	Response
	

	SD3
	Health record organisation

	SD3a
	Elaborate on PMS health record structure and application functionality which would support: 

· Traditional long case format clinical history (past history, family history, social history etc) 

· Goal (health programme) based records

· Problem-based records (longitudinal / episodic based-records versus  single visit based records)

	Response
	

	SD4
	Structured and coded data

	SD4a
	State the chosen health information structure and coding systems in the PMS (this should include the ability to include time-series data).
It is expected, at a minimum, the following types of clinical information be captured in structured and coded form where and when possible:

· Reason for encounter (also secondary reasons if present))

· Problem or diagnosis

· Vitals

· Allergies and adverse reactions

· Substance use

· Treatment and procedures

· Ordering and results

· Medications (past and current)

· Injury details (ACC)

· Past history

· Family history

· Basic maternity history

· Immunisations

	Response
	

	SD4b
	How can the PMS enable assigning multiple codes / terms (possibly from different terminologies) on the same data item?

	Response
	

	SD4c
	Describe how the structured and coded data enable decision support functions such as:

· Presenting appropriate management guidelines during assessment based on clinical context

· Generating medical warnings based on context and record status and actions taken
· Recalls such as for screening, immunisation and disease surveillance

	Response
	

	SD4d
	Explain how the structured and coded data supports aggregation of identifiable patient records into clinical datasets for population health and research purposes.

	Response
	

	SD5
	Medication management

	SD5a
	Explain how your PMS keeps an up-to-date list of medications available for prescribing.

It is expected that NZMT is to be used as the single source for medications (through NZULM).

	Response
	

	SD5b
	How does your PMS provide list of current medications, past medications and adverse reactions in structured and coded form?

	Response
	

	SD5c
	How does your PMS provide links to commonly used drug references; such as MIMS etc?

	Response
	

	SD5d
	Describe how you keep medicines lists up-to-date.

	Response
	


3.2.2 Published, standards based APIs
Context and future direction

To support additional and external specialist applications (such as decision support, user defined special purpose assessments or integration with other systems) the PMS should support a published API that such applications can use to extract data from and write data back to the PMS.
Ease of data extraction and analysis from some PMS are expressed as being an associated priority issue, but to some extent both are by limitations in terms of available structured data.

The most likely and pragmatic approach is a phased one whereby:
· Vendors are required to expose a defined set of (patient and clinical) information in a structured and published way

· Over time, this moves to a standards based API defined as a sector standard to which vendors need to comply

The main commercial consideration that needs to accompany this requirement is that this is a requirement for being a recognised “certified” product in the market – and should be part of the core product and corresponding standard license and maintenance pricing rather than an additional module.

The way in which patients may wish commercial PHR services to interact with the systems in the practice is still evolving, as is the willingness or otherwise of practices to share or use information in that way.  At issue for patients is the extent to which selection of a PHR promoted by a practice or selected by themselves has the potential to lock them into that PHR or to PMS used by the practice (and hence to practices using that PMS).  
GP2GP is a standard aimed at making it easier for patients to shift practices.  We would expect commercial PHRs to be encompassed by a future PMS API standard / guideline and future plans to interface with Regional CDRs and Shared Care Records.

Questions

	AP1
	APIs and details

	AP1a
	Which APIs are exposed by your PMS?  Describe the different types of interfaces, level of detail of data and services offered by these APIs.

	Response
	

	AP1b
	How are these interfaces presented (e.g. Web services, REST, direct invocation etc.)?

	Response
	

	AP2
	Behaviour of APIs

	AP2a
	Describe the behaviour of APIs; e.g. one way read-only or two-way which can update information on PMS.  Elaborate on input, processing, output and states. 
How can the 3rd party applications work with the PMS in terms of single click icon for launching the 3rd application, and exposure relevant patient data via API in given context?

	Response
	

	AP2b
	Present typical use cases and describe how these APIs are used by other systems.

	Response
	

	AP3
	Access and licensing

	AP3a
	Describe how other systems can access your APIs.  What, if any, restrictions do you place on the use of any of the interfaces described?

	Response
	

	AP3b
	What is the licensing model and price for each of the interfaces you outline where these are not bundled with the standard PMS license charge?

	Response
	

	AP4
	Standards / specifications

	AP4a
	Which interface standards does the PMS support and how are they implemented (e.g. HSSP, HISO Online Forms etc.)?

	Response
	


3.2.3 Interoperability priorities
Context and future direction

A significant number of sector initiatives and projects which require interoperability have been recently initiated.  Some, such as GP2GP, have already produced important artefacts and experience.  There is continuing work to enable sharing of health information with the focus on achieving semantic interoperability.  It was recognised that execution under the BSMC business cases would lead to increased clinical network information sharing that may make it desirable to quickly move to a standard for record sharing rather than to have different solutions developed in different regions.

Questions
	IO1
	Contribution to interoperability environment

	IO1a
	Describe how you position your company and PMS within the New Zealand health IT interoperability environment.
Explain which national / regional projects you are part of and level of contribution.

	Response
	

	IO2
	Standards

	IO2a
	Which national and international standards for interoperability are currently supported by your PMS (e.g. for patient / provider identification, messaging, record organisation etc.) and how? 
What are your plans for implementing relevant standards?
Of the initiatives you outline in your response to question IO1a, what standards are being applied to each of these?

	Response
	


3.2.4 Information security, access and privacy
Context and future direction

A defined (and refined) set of privacy and security guidelines should be provided to the vendors and refined over time to ensure security and privacy requirements can be met – that align with legislation.  There is also a need to define the data governance and privacy principals as they relate to personal health records and shared care records/plans. The proliferation of cloud computing drives a need for a set of principles around data governance across the sector.  
Whilst this issue goes beyond primary care, as systems become connected up, broader debate on access and privacy are required.  Historic rules have been adjusted by allowing “opt out” of Test Safe, and this seems to be becoming a default option.

As PHRs become used, and patient / whānau access to records increases, a more complex consent / deny access model is potentially needed.

For now, the capabilities of the PMS around (role based) security, information privacy, access and audit of records need to be clearly understood.  Where there are add-on products or extensions to the PMS (e.g. Portals), any difference between core PMS functionality and the add-on products should be clear; this includes the way in which data is stored and accessed for such add-on products.
Questions

	SC1
	Access control

	SC1a
	Define how you identify users; e.g. make sure users are really the intended persons (authentication)

How the PMS can integrate with LDAP (e.g. Active Directory) authentication frameworks and enable single sign-on?

	Response
	

	SC1b
	Explain how you allow access to patient records by authorised users.  How do you support role based access?

	Response
	

	SC1c
	How does your PMS allow remote access to authorised users?

	Response
	

	SC1d
	Describe third party access to PMS data (if any). 

	Response
	

	SC1e
	Describe your patient consent mechanism and how it is embedded into the workflow

	Response
	

	SC2
	Privacy and confidentiality
Describe how your PMS protects patients' privacy and confidentiality of health records; specifically:

	SC2a
	Elaborate on programme level security on management and use of patient records.  This should protect confidentiality and integrity of data as well as ensure that users who alter health records cannot falsely deny they made those changes (non-repudiation).

	Response
	

	SC2b
	Explain how attachments are managed (e.g. pdf investigation results, scanned documents)

	Response
	

	SC2c
	How does your PMS protect privacy when generating reports and data sets (e.g. clinical data sets for population health research and reporting to Ministry etc.)?  Describe how identifiable personal information is anonymised (if supported).

	Response
	

	SC3
	Auditing

	SC3a
	Describe your auditing mechanism during creation, amendment and access to health records and how you maintain an audit trail.  
Describe who has access to the audit results and the security around this.

	Response
	

	SC4
	Patient / whanau access

	SC4a
	Describe how your system enables patients and their caregivers access to their own records (aka Personal Health Records)

	Response
	

	SC4b
	Describe differences (if any) in security mechanisms (especially that relates to privacy and confidentiality) between integrated products / components (e.g. patient portal, mobile apps and client PMS)

	Response
	

	SC5
	Care team access

	SC5a
	Describe how your PMS provides access in a multi-site, multi-professional integrated / shared care setting.

	Response
	

	SC5b
	Describe what access, security and audit controls are in place over this including what is definable at a system policy level.

	Response
	

	SC6
	Location of data

	SC6a
	Are you taking copies of patient’s identifiable information and storing it in a separate location other than at the practice?  If so what security and audit controls do you have over this and where is the information being stored?

	Response
	


3.2.5 Usability

Context and future direction

Usability is among the most critical success factors in acceptance of software systems by clinicians. While there is a multitude of guidelines and references for good user interface design there is no definitive standard. 

It is our assumption that if a system is difficult to use, (e.g. can’t find features, or misunderstand what the feature is used for) this practically indicates that functionality will either not be used or will be misused.
In the near future it is desirable to achieve consistent GUI and data entry/visualisation functionality including, but not limited to, the following aspects:

· Patient selection and identification

· Diagnostic test orders / prescribing

· Log In and log out

· Record navigation

· Patient documentation

· Error messages and handling

· Medication management (e.g. prescribing, medication lists etc.)

· Clinical coding (tools and automatic / assisted encoding functionality to help reduce clinician workload) 

We have identified alerts management in PMS as the top priority usability issue as it is a well known fact that if they are too frequent, the user stops reading them and moves immediately past them. This has serious safety and quality implications.

Questions

	US1
	Alerts management

	US1a
	Describe how your PMS provides patient alerts and manages them effectively.

How are clinical related alerts presented in terms of severity?  How are different alerts differentiated (i.e. the ability to easily separate out clinical, environmental or practice related alerts)?
How does the PMS support role-based management of alerts of all types, whether they be user-created, other-user created or generated by third parties?
Is the behaviour of alerts able to be defined at a practice, role or user level?  If so, describe what level of user-defined customisation of alert types is available?

	Response
	


Appendix A:  Evaluation criteria
The following list is provided to the Panel as an aid to evaluation.  It is not designed as a prescriptive list, rather a guide to assist in assessing the answers to the RFI provided by the vendors.  This section is included in this document for the sake of transparency so vendors have some further context to the questions and how the responses will be considered. 
3.3 Structured data
	Cr_SD1a
	The non-clinical information presented to the user should comply with, at a minimum, the structure and data elements defined in GP2GP.

	Cr_SD2a
	The clinical information presented to the user should contain, at a minimum, enough detail for PMS system to generate the core set defined in GP2GP.
Check if there is a standard reference model (e.g. ASTM CCR, CCD).

	Cr_SD2b
	Look at how easy it is to add new data items to existing data sets.  If additions are in the form of extensions of existing items (e.g. pain to referred pain etc.) make sure these are linked back to more general items.  If certain items are no longer needed make sure they are not permanently deleted (and its code reused) but disabled so as to remain backward compatible.

	Cr_SD2c
	Investigate if and how ISO 11179 is supported. When there is a need to extend core clinical data set, existing ISO 11179 compliant data elements defined by the sector should be easily incorporated. This can happen by either directly reusing the data element definitions or through mapping. 
It should also be possible to consume common data set definitions and generate person-centric or aggregate data sets.

	Cr_SD2d
	Assess if New Zealand Pathology Observation Code Sets (NZPOCS) are used by PMS during ordering and reporting of laboratory tests.

	Cr_SD3a
	It should be possible for user to enter and view clinical information using:

· Traditional long case format clinical history (past history, family history, social history etc).
· Problem oriented and goal oriented ways.

	Cr_SD4a
	Data should be available to user in both free text and coded format for given field types.
It is desirable to have a migration plan to use SNOMED CT may for problems / diagnoses / allergies and NZMT for medicines.

	Cr_SD4b
	It should be possible to assign multiple codes and associated terms to a single data item.

	Cr_SD4c
	If the functionality exists user should be prompted with selected guidelines and medical warnings at appropriate steps.  

	Cr_SD4d
	Specific coded clinical data sets should be able to be generated from person centric records and exported for various purposes (e.g. Ministry reports or for specific programs).

	Cr_SD5a
	When the user carries out actions on PMS which require a list of medicines (e.g. viewing current medications, prescribing, dispensing / administration notifications etc.) the content should be consistent and based on the current version of NZULM.

	Cr_SD5b
	View these and check to see if they are structured and coded consistently

	Cr_SD5c
	Check if these references / links exist within the product(s)

	Cr_SD5d
	Manual import or automated update of medicines list from NZULM should be in place


3.4 Published, standards based APIs
	Cr_AP1a
	Check if APIs are provided to enable a basic level of interoperability.  Check if data sent and received through these interfaces meet the minimum level of structure and detail expected. 

This will be assessed in detail during the technical review.

	Cr_AP1b
	Note implementation technology. 
This will be assessed in detail during the technical review.

	Cr_AP2a
	Check if APIs provide bidirectional access (e.g. whether other systems can send data back to the PMS).

Check if 3rd party products can be invoked through APIs.

This will be assessed in detail during the technical review. 

	Cr_AP2b
	Examine of provided APIs are sufficient to support typical use cases and determine requirements and dependencies.

	Cr_AP3a
	Check if there are any restrictions when accessing APIs.

	Cr_AP3b
	Note licensing model and pricing. Do they form a barrier to the utilisation of APIs and interoperability?

	Cr_AP4a
	Look at followed standards for APIs and future plans (if any).


3.5 Interoperability priorities
	Cr_IO1a
	Assess the engagement of the company with related health IT initiatives and their contribution. Query their long term vision and goals in General Practice computing space.

	Cr_IO2a
	Determine which interoperability standards the PMS complies with and to what degree. What are future plans for implementing relevant standards?

This will be assessed in detail during the technical review.


3.6 Information security, access and privacy
	Cr_SC1a
	Users should log into the system after appropriate username and password entry or by smartcards / biometric methods. A strong password policy should be in place. Using other user's credentials should be strongly discouraged.
Passwords should not be stored “in the clear” in any tables or method within the PMS. It should not be possible to reverse-engineer.  This will be assessed in detail during the technical review.

Look at if PMS supports LDAP authentication and single sign-on?

	Cr_SC1b
	Authorised users should be able to manage user accounts and privileges such as creation, suspension, deletion and role changes.

Authorised users should be able to define role profiles so that predefined access levels can be set for different user types.

Authorised users should be able to temporarily delegate tasks to a delegate user in times of absence to support the continuation of business.

Patient look-ups by authorised users should only return patients within that practice (i.e. cannot search patient indices for other practices using the same PMS - unless under "break the glass" logging).

Authorised users should be prompted with a confidentiality acknowledgement at initial login that can be set to reappear at specific time periods (e.g. every 90 days, annual).

	Cr_SC1c
	Authorised users should be able to remotely access PMS over secure networks. These users may include doctors, nurses, practice staff.

	Cr_SC1d
	Other authorised 3rd parties may access PMS data after authorisation. Assess implications on privacy and security and if the processes are adequate.

	Cr_SC1e
	PMS should provide a mechanism for capture of express consent from the patient or delegate where needed, including opt in / opt out of public health initiatives.

	Cr_SC2a
	PMS should provide the ability to document and manage a patient's privacy preferences as part of care delivery including extra confidentiality needs. 

Data can be masked at either the record level or the data level and an authorised user has the ability to mask / unmask the data. Where a user has authority to mask data, they should be able to grant other users / groups "trust" to view the masked data.

PMS should not mask data from the individual who created the data. However this should not prevent access to fulfil statutory duty to report (e.g. communicable diseases legislation).

PMS should use a personal identification number (PIN) or keyword for accessing masked data.

The presence of masked data should always be indicated (e.g. users wanting to access a patient chart should be alerted that all or a portion of the patient chart is masked).

Each "unmask" / "break the glass" event should be logged, including: the date, time, the user who unmasked the information, and who requested that the information be unmasked (e.g. the patient, a substitute decision-maker, power of attorney plus reason).

Masked data can be included or excluded in the production of analytical or management reports and queries.

PMS can be configured to remask data automatically after a specified time period (e.g. 24 hours) if a provider unmasks data (data is then unmasked for that specific user only for that duration of time; remains masked for all other users).

Maintain a set of notes and records that are private to the clinician, containing sensitive information that the clinician would prefer not ever to be disclosed to the patient.

	Cr_SC2b
	Examine if attachments are managed in the same way as the associated information. PMS should not allow alternate access to any attachment (e.g. lab report or imaging results). Make sure the same security measures should apply to any attachment (e.g. if a user is not authorised to access certain parts of the patient record he / she couldn't be able to open attached documents either).

	Cr_SC2c
	All reports, queries, documents printed from the PMS should contain, in a header or footer, a confidentiality disclaimer as well as the date / time / user name.

PMS should be able to provide a copy of the patient chart and to eliminate restricted information from the report or allow the provider to block off / black out certain data elements / fields when printing the report.

Examine if an anonymisation mechanism is provided by PMS and how when generating reports and data sets.

	Cr_SC3a
	PMS should keep an adequate audit trail. An audit report showing any access to an individual patient's personal Information should be provided.
All accesses to and the actions taken on patient personal information by a user should be audited. It is expected that PMS records, in an audit log, every instance of the following: 

· User name
· User ID
· Role
· Date and time of login and logout
· Name and NHI of individual record accessed
· Screens and views accessed
· Information accessed, updated or created, with details of any changes made to be available 

· Physical location of access (if possible)
· Actions taken, including: printing of reports, printing of patient personal information and masking / unmasking of data
· VIP/anonymous / pseudonyms
· Acceptance of an on-line confidentiality agreement
· Workstation ID / IP Address as appropriate

· Transaction ID
· IP Address
· Other relevant audit information as identified
PMS should be able to generate user-defined audit reports in readable form. These cannot be modified by any user and viewing should be limited to authorised users.

PMS should provide an ability to monitor “unusual” access events and produce alert reports for compliance monitoring

	Cr_SC4a
	PMS is expected to provide easy access to patients own information (e.g. a patient portal or mobile applications). Online access can be given to patients with appropriate security to allow controlled access to patient records and information to the level set by practice policy. Patients can also control what information other non clinical users, particularly whanau and caregivers, can have access to. Patient initiated secure messages and responses should also be supported.

	Cr_SC4b
	Examine privacy / confidentiality and security mechanisms in different products / components of PMS solution (e.g. patient portal, mobile apps and client PMS) and assess whether integrated use can result in any potential compromise.
This will be assessed in detail during technical review.

	Cr_SC5a
	Examine evidence provided by the vendor. PMS should provide adequate functionality for accessing records by patients’ care team and care planning. It should also support and be part of the clinical workflow within the context of integrated / shared care.

	Cr_SC5b
	What happens when patient data is accessed by users outside of the practice? Assess implications on data stewardship and medico-legal aspects.

	Cr_SC6a
	Note whether there are any privacy / confidentiality implications if PMS solution keeps confidential health information outside of practice; especially offshore or in the cloud. 


3.7 Usability
	Cr_US1a
	Assess whether PMS provides appropriate user interfaces and functionality to manage alerts; such that:
· Are alerts managed through a single user interface?

· Is there an intelligent process by which alerts appear?

· Are alerts tailorable in the system?

· Do alerts require a response from the user?

· How long are alerts present?

· Does the system recognise different classes of alerts and can these be prioritised?

· Are the display features including font, colour and location on the screen able to be specified by the user?

· Can the alert process ‘learn’ from user experience?

· Can alerts be diverted to other users?

· Are alerts integrated into a wider decision support process?

· Can alerts be defined for user roles in addition to individual users?


Appendix B:  Panel profiles
	Name
	Representing organisation
	Functional or Technical Panel
	Profile

	Andrew Terris
	Patients First Programme
	Functional
	Programme Manager – Patients First Programme

	Barb Fredericksen
	PMAANZ
	Functional
	Practice Manager, Mercury Bay Medical Centre, Executive member of PMAANZ

	Dr David Hay
	healthAlliance
	Technical
	Enterprise Architect at healthAlliance, New Zealand Affiliate chair of HL7 international, NZ Sector Architects group – lead of Inter-operability work-stream

	Dr Di Davis
	Northland DHB
	Functional
	GP, GP Liaison Officer, lead person for eReferral development and deployment at NDHB

	Dr Douglas Kingsford
	Independent
	Technical
	GP, Executive Committee member - HINZ

	Dr Jim Vause
(Chair)
	RNZCGP
	Functional
	Chair, New Zealand Guidelines Group, GP, Executive of RNZCGP, Cornerstone Assessor, RNZCGP Clinical Advisory Board, member of National Information Clinical Leadership Group - NHITB  

	Dr Karl Cole
	ProCare
	Functional
	Clinical Director, Information, ProCare.  Practicing GP, Papatoetoe Family Doctors

	Dr Koray Atalag
	NIHI
	Technical
	Clinton Bedogni Research Fellow at The University of Auckland

	Malcolm Pollock
	NIHI
	Functional
	Director, NIHI

	Ros Rowarth
	RGPG
	Functional
	Nurse Director at Rotorua General Practice Group, RNZCGP Cornerstone assessor

	Dr Sandra Hicks
	Halswellhealth
	Functional
	Partner of Halswellhealth.  Member of Pegasus health.  Director of the Board of NZMA.

	Symon McHerron
	Pegasus Health
	Technical
	Business Information Services Manager, Privacy Officer – Pegasus Health


Appendix C:  Terminology

API
Application Programming Interface
An application programming interface (API) is a particular set of rules and specifications that software programs can follow to communicate with each other. It serves as an interface between different software programs and facilitates their interaction, similar to the way the user interface facilitates interaction between humans and computers

GUI
Graphical User Interface
In computing a graphical user interface is a type of user interface that allows users to interact with electronic devices with images rather than text commands.
LOINC
Logical Observation Identifiers names and Codes

An universal code system for identifying laboratory and clinical observations.
Mapping local terms to LOINC makes it possible to exchange and pool data from many independent systems for clinical care, research, outcomes management, and lots of other purposes.

Mobile apps
Mobile applications

NIHI
National Institute for Health Innovation

NZMT
New Zealand Medicines Terminology
the NZMT standardises the pharmaceutical descriptions and coding for the NZ health and disability sector.
NZPOCS
New Zealand Pathology Observation Code Sets
The NZPOCS standard comprises New Zealand specific codesets for the ordering and reporting of observations relating to a number of laboratory tests used in the New Zealand health sector. They are based on LOINC (Logical Observation Identifiers Names and Codes) and cover the most commonly used pathology tests (biochemistry, haematology and immunology) on the National Laboratory Contract - Schedule Test Purchase List, microbiology tests and some gynaecological cytology tests.

NZULM
New Zealand Universal List of Medicines
The NZULM is essentially a dictionary of authoritative and standardised information about medicines covering medicines approved for supply in New Zealand as well as products listed in PHARMAC's Pharmaceutical Schedule which fall outside of this category. It also includes medicines imported under Section 29 of the Medicines Act.
PHR
Personal Health Record
PMS
Practice Management Systems

REST
Representational State Transfer
Term used to describe an architecture style of networked systems.
RFI
Request for Information

SNOMED-CT
Systematised Nomenclature of Medicine -- Clinical Terms
A systematically organised computer processable collection of medical terminology covering most areas of clinical information such as diseases, findings, procedures, microorganisms, pharmaceuticals etc. It allows a consistent way to index, store, retrieve, and aggregate clinical data across specialties and sites of care. It also helps organising the content of medical records, reducing the variability in the way data is captured, encoded and used for clinical care of patients and research,
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The PMS Requirements report and background are available on � HYPERLINK "http://www.patientsfirst.org.nz" �www.patientsfirst.org.nz� under the reports section
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